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Abstract:With the expansion of the Internet and technology over the past decade, Elearning has grown exponentially
day by day. Online examination is an integral and vital component of E-learning. Face recognition is widely viewed a
an alternative means of authentication to replace traditional password methods in different applications for access
control. Despite significant improvements, this form of authentication remains plagued by several vulnerabilities
ranging from the use of printed photographs, 3D masks, and video replay attacks.In face recognition systems, replay
attacks where a pre-recorded video of the user is played and printed photograph is placed in front of the camera are the
two most common ways to do the fraud while attending the examination.So there is a need for the robust face liveness
detection method that can be used in detecting spoof attacks for differentiation between legitimate and illegitimate users
using machine learning techniques. Using the observation that different materials reflect light differently, we propose a
system that uses light reflection getting from the photo while recording a video or taking an image of examinee during
an examination.
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l. INTRODUCTION

The main intention of the project is to differentiation between legiti-mate and illegitimate examinee during
examination.Now a day’s online exam has become one of the prominent and most important aspects of our lives, but
there is no guaranty of genuinity of the result in the online examination processes. Many systems are implemented
using face detection for the de-tection of genuine users. But the main trouble of applying face recognition is that such a
system is not able to detect spoofing faces. Spoofing detection becomes a major issue for an urgent solution in the
security field.Here an attempt is made to differentiate spoof and live face by using some fundamental illumination
characteristics. The system uses light reflection getting from the photo while recording a video or taking an image of
examinee during an ex-amination.
1. LITERATURE SURVEY
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1. PROPOSED SYSTEM
We are using waterfall model for our project estimation. The development process may start with the requirements to
the functional part, which can be expanded later. The process is repetitive, allowing to make new versions of the
product for every cycle. Every iteration includes the development of a separate component of the system, and after that,
this component is added to the functional developed earlier.
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* Requirement Gathering and Analysis: All the functional and nonfunctional requirements of the project were
identified. Interaction with the users and all other stakeholders of the project was conducted to identify all the
requirements starting from im-portant features like maintaining audit trail,security parameters etc. to the very basic
features like the look and the feel of user interface.

» System Design: The first step was database design. A complete database required for the implementation of this
project was de-signed. The second step was projectdesign. The project was designed based on a framework.The
framework uses three lay-ers:

1. Business entities layer: It identifies all the entities used in the project.

2. Business logic layer: This layer operates on the business entity to achieve the goals.

3. Data access layer: This layer serves as an interface between backend and the services.

Implementation:-

: Literature Survey

: Applications and Objectives

: Platform/Technology Selection

. Internal Presentation — 1

: Study Of Algorithms

: Mathematical Model

: Software Requirements Specification
: UML Diagrams

: Problem Definition using NP Hard/ NP Complete
10 : System Architecture

11 : Testing phase

12 : Internal Presentation - 2

13 : Report Preparation

14 : Installation

15 : Overview of Project Model

16 : Construction of GUI

17 : Module Identification

18 : Module 1 - User Authentication
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19 : Module 2 - Database generation
20 : Module 3 - Connection of GUI to Database

21 : Module 4 - Testing and Result
22 : Test Planning
23 : Testing

IV. ConcLusioN

We propose a system that uses light reflection patterns getting from the photo while recording a video or taking an
image of the examinee during an examination for detecting a fake face or real face. Spoofing detection becomes a
major issue for which an urgent solution is needed in the security field. The system is a strong solution for providing a
secure online ex-amination or avoid fraud/ spoof attacks in online exams so that the genuinity of the result is
maintained. The system used Haar cascade for detecting a face from a video and an SVM classifier is used for
recognizing the face. The Support Vector Classification algorithm is used on the LBP facial features for face
recognition. BAed on light reflection pattern system detect fraud faces and send alert notification to the admin. The
implemented system is one step towards the ad-vanced identity verification approach and provides genuine results in
the online examination.

REFERENCES

[1] WEeNLonG Gao ; KalJia; FANG Xu ; FENGSHAN Zou ; JiLAl SONG “BimMobAL FACE REcoGNITION BASED
oNLiveness DETECTION” ,2019 IEEE 9TH ANNUAL INTERNATIONAL CoNFERENCE ON CYBER TECHNOLOGY IN
AuTtomATION, CONTROL, AND INTELLIGENT SysTEMS (CYBER).

[2] Mb. MEeHEDI HAsAN ; Mb. SALAH UDDIN YusuF ; TANBIN IsSLAM Ro-HAN ; SHIDHARTHO RoY ,“EFFICIENT TWO STAGE
APPROACH TO DETECT FACE LIVENESS . MOTION BASED AND DEEP LEARNING BASED

[3] CHENQIANG GAo ; XiNDou LI ; FENGSHUN ZHou ; SoNG Mu ,“FAce Liveness DETECTION BAsED oN THE IMProVED CNN
wITH CONTEXT AND TEXTURE INFORMATION”, CHINESE JOURNAL OF ELECTRONICS ( VoL-UME: 28 , Issuk: 6, 112019 ).

[4] JinGaiNG Li; XINFENG ZHANG ; YONGBING ZHANG ; HA0OQIAN WANG ; FANG YANG ,“FAce LivENEss DeTECTION BASED ON
MuLTipLE FEATURE DESCRIPTORS”, 2019 INTERNATIONAL CONFERENCE ON TECHNOLOGIES AND APPLICATIONS OF ARTIFICIAL
INTELLIGENCE (TAAL).

[5] Xu ZHaNg, XiyuaN Hu, MiNgYANG MA, CHEN CHEN AND SiLONG PENG ,“FACE SPooFING DETECTION BASEDON3D LIGHTING
ENVIRON-MENT ANALYSIS OF IMAGE PAIR”, 2016 23RD INTERNATIONAL CON-FERENCE ON PATTERN RECOGNITION
(ICPR)CANcUN” CENTER, CANCUN,” MExico,” DecemBeRr 4-8, 2016

[6] Jukka KomuLAINEN, ABDENOUR HADID, MATTI PIETIKAINEN, CONTEXT BASED FACE ANTI-SPOOFING, BIOMETRICS:

THEORY APPLICATIONS AND SYSTEMS (BTAS), 2013 IEEE SixTH INTERNATIONAL CONFERENCE ONPAGES: 1-8, 2013

[7] AvinasH KumAR SINGH; PivusH JosHi; G. C. NANDI,”FACE RECOG-NITION WITH LIVENESS DETECTION USINGEYE AND MOUTH
MOVE-MENT”,2014 INTERNATIONAL CONFERENCE ON SIGNAL PROPAGATION AND CompUTER TECHNoLOGY (ICSPCT 2014).

[8] ARrRNAV ANAND; DINESH KUMAR VISHWAKARMA,”FACE ANTISPOOFING BY SPATIAL FusioN oF CoLOUR TEXTUREFEATURES
AND DEeep FEA-TURES”, 2020 3RD INTERNATIONAL CONFERENCE ON INTELLIGENT SUSTAIN-ABLE SysTEMS (ICISS).

[9] CHENQIANG GAo ; XiNDoU LI ; FENGSHUN ZHou ; SoNG Mu,”FAcE LiveENEss DETECTION BASED oN THE IMPRoVED CNN wiTH
CoNTEXT AND TEXTURE INFORMATION”,CHINESE JOURNAL OF ELECTRONICS ( VoL-UME: 28 , Issue: 6, 112019)

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 769


https://ijarcce.com/

