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Abstract: Security is one of the most important aspects since the dawn of today’s civilization. A smart home indicates
an application for different technological implementations, it could indicate any system which controls the door lock and
several other devices. Facial identification which is an important section to achieve surveillance and safety, especially for
handicapped people, can be considered as one of the ways that deal with biometrics and performed to identify facial
images via utilizing fundamental features of the face.
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l. INTRODUCTION

. Itis agreed that handicapped persons suffer from a lot of daily issues indoors and outdoors specifically as no one
accompanies them in their houses. This issue can be resolved with the help of the Secure Door unlocking system as the
door can be easily unlocked with the help of Voice command and Facial recognition technique. The door can easily be
unlocked with the help of this technique as no external force is required to open the door.

. If the door is unlocked a notification is sent to the user via the telegram and if the face recognition is failed then
an alert is created using a buzzer.

Il. PROBLEM STATEMENT

Existing system: Introduced a system for face-recognizing established on a PC of a single board quality of Raspberry Pi.
This system comprised detecting the face as well as localizing them by utilizing the cascade classifier of Har established
on features. Gives information concerning automatic speech recognition by machines for man-machine communications
in the voice command technique.

Proposed system: Combining the existing solutions into a simpler form and making them more effective. If we try to
open the door forcefully the owner receives an alert message. If the door is tried to be unlocked by an unknown member
an alert is created using a buzzer.

I11. FUNCTIONAL REQUIREMENTS

. Functional requirement defines a function of a software system and how the system must behave when presented
with specific input or conditions.

. These may include calculations, data manipulation and processing, and other specific functionality.
. In this system following are the functional requirements.
o Input test case must not have compilation and run time error
o The system must not stop working when kept running for even a long time.
o The system must function as expected for every set of test cases provided.
o The system should generate the output for the given input test case and input.
IVV. NON-FUNCTIONAL REQUIREMENTS
. Non-functional requirements are the requirements that are not directly concerned with the specific function
delivered by the system.
. They specify the criteria that can be used to judge the operation of the system rather than specific behaviors
. Response time-The time the system takes to load and the time for responses on any action the user does.
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. Processing time -How long is acceptable to perform key functions or export/import phase data?
. Throughput the number of transactions the system needs to handle must be kept in mind.
. Architecture standards -The standards needed for the system to work and sustain.

V. FLOW DIAGRAM
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Fig .1 A process Flow diagram

The above Fig (Fig .1 A process flow Diagram) represents the flow diagram for a secure door unlock system. The
Raspberry pi and the system must be connected to the same Wi-Fi using the allotted configurations. The Raspberry Pi
and the system must be connected throughout the work without any disturbances. After successful settings and
configurations, the voice command and the face are set into the system using the python programs and the equipment
such as the camera, mic, and raspberry pi. These face and voice commands are stored in the directory folder which is later
used for the detection of voice commands and face recognition. After setting up the voice command and the face, the
python program for recognition of face and command is run. The voice command is detected first. If the voice command
doesn’t match the program is terminated. If the voice command is matched. The camera is turned on for facial recognition.
If the facial recognition is failed the program is again terminated again and the alert is created using a buzzer. If the face
recognition is successful the door is unlocked and a notification is sent to the owner through the Telegram bot. This is the
implantation of the Secure door unlocking system.

V1. SOFTWARE ARCHITECTURE
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Fig .2 Software Architecture
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Fig .2 represents the software architecture for the secure door unlocking system. The various different types of hardware
equipment along with their software operating system are displayed in figure .2. It includes hardware components such
as Mic, camera, Display, Electronic lock, Relay, Connecting wires, etc. The drivers are used for establishing the
connection between the operating system and the devices. The driver programs allow the operating system to
communicate with different devices. All these hardware and software components are interconnected with each other.

V1l. SECURE DOOR BLOCK DIAGRAM
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Fig .3 Secure door block diagram
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Fig .2 represents the secure door block diagram. The Raspberry Pi board is connected with different components such as
a Mic, camera, power supply, buzzer, SD card, pc, and internet with different types of pins and USB ports. The different
USB ports must be connected in a rightful manner to avoid failure of the system during the run time. The Raspberry Pi
model used should at least consists of 8GB of Random-access memory for performing faster operations. The power supply
must be constant and without any fluctuations. If any loosened connection, then it may lead to termination of the system
or delay in the processing of the result.

VIIl. TECHNOLOGIES USED

RASPBERRY PI

Fig .4 Raspberry Pi

Raspberry Pi is a series of small single-board computers (SBCs) developed in the United Kingdom by the Raspberry Pi
Foundation in association with Broadcom. The Raspberry Pi project originally leaned towards the promotion of teaching
basic computer science in schools and in developing countries. The original model became more popular than
anticipated, selling outside its target market for uses such as robotics. It is widely used in many areas, such as for weather
monitoring, because of its low cost, modularity, and open design. It is typically used by computer and electronic hobbyists,
due to its adoption of HDMI and USB devices.
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CAMERA

Fig .5 camera

A camera is an optical instrument that captures a visual image. At a basic level, cameras are sealed boxes (the camera
body) with a small hole (the aperture) that allows light through to capture an image on a light-sensitive surface (usually

photographic film or a digital sensor). Cameras have various mechanisms to control how the light falls onto the light-
sensitive surface.

MICROPHONE

Fig .6 Microphone

A microphone, colloguially called a mic or mike is a device a transducer that converts sound into an electrical signal.
Microphones are used in many applications such as telephones, hearing aids, public address systems for concert halls and
public events, motion picture production, live and recorded audio engineering, sound recording, two-way radios,
megaphones, radio and television broadcasting.

BUZZER

Fig .7 Buzzer
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A buzzer or beeper is an audio signaling device, which may be mechanical, electromechanical, or piezoelectric (piezo for

short). Typical uses of buzzers and beepers include alarm devices, timers, and confirmation of user input such as a mouse
click or keystroke.

ELECTRONIC LOCK

Fig .7 Buzzer

An electronic lock (or electric lock) is a locking device which operates by means of electric current. Electric locks are
sometimes stand-alone with an electronic control assembly mounted directly to the lock. Electric locks may be connected
to an access control system, the advantages of which include: key control, where keys can be added and removed without
re-keying the lock cylinder; fine access control, where time and place are factors; and transaction logging, where activity
is recorded.

RELAY

Fig .8 Relay

A relay is an electrically operated or electromechanical switch composed of an electromagnet, an armature, a spring and
a set of electrical contacts. Relays are used where it is necessary to control a circuit by an independent low-power signal,
or where several circuits must be controlled by one signal. Relays were first used in long-distance telegraph circuits as
signal repeaters: they refresh the signal coming in from one circuit by transmitting it on another circuit. Relays were used
extensively in telephone exchanges and early computers to perform logical operations.

AC TO DC CONVERTER

Fig .9 AC to DC converter

AC-DC converters are electrical circuits that transform alternating current (AC) input into direct current (DC) output.
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IX. CONCLUSION

o In this system we are planning to implement a Secure Door Unlock System using Face Recognition and Voice
Commands. The system is able the accurately detect and recognize the face, inform the owner/admin about the user’s
name and take the voice command from the owner.

. The door should be unlocked when the user’s face is recognized and, the door should be unlocked when the
user’s command is recognized.
. If the door is opened then the alert message notification is sent automatically to the user.
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