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Abstract: Today web services are used by billions of people for various purposes like news, E-mail, and browsing 

information. Nowadays people have several accounts in email, social networks, and many services. All of these employ 

traditional authentication method such as password authentication. Having different or various kinds of passwords for 

different accounts and remembering or memorizing those passwords is very difficult. So, the user ends up with a simple 

password. But this will become easy for hackers, especially during the transaction. For these problems, this project 

provides a password less multifactor authentication system. This includes face authentication, voice authentication, and 

hardware authentication method.   
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I. INTRODUCTION 

 

The continuous growth in the number of smart devices has impacted mobile services immensely around the globe. In 

such a connected world to keep the transmitted data secured most important thing is authentication. Authentication 

provides access to control for systems by checking, with the help of the user's credentials. The authentication process 

enables organizations to keep their network secure by permitting only authenticated users to protect the resource. 

Initially, only one factor was used for authentication Single Factor Authentication was majorly used by people due to its 

user-friendliness and simplicity. Also, it is the simplest form of authentication. As an example, the use of a password to 

confirm the ownership of the user ID could be considered. This was the weak level of the authentication method. By 

knowing the password, anyone can easily hack the account. For this, users increase the complexity of the password and 

use two-factor authentication. It uses the same username or password in addition to verifying the user with the help of a 

device like a mobile. It couples the representative data with the factor of personal ownership. But the problem is he 

always keeps the mobile with him [1]. Then, Multi-Factor Authentication [2][3] provides a higher level of security and 

also facilitates continuous protection of computing devices and also other strategic services from unauthorized access 

by using multiple categories of authorization. This authentication requires the user to provide two or more 

authenticators [4][6].MFA is based on biometrics or behavioral, which is the automated recognition of individuals 

based on their biological and behavioral characteristics without using passwords [5]. This helps to improve the level of 

security as the users were required to present evidence of their identity, which relied on two or more different factors 

like face, voice, fingerprint, etc. 

Face authentication [7][8] is the technology that matches the face of a human against the database of faces. It is a 

regular and effortless task. In face recognition, the first step is face detection which includes several factors profile 

pose, chin, and facial expression. Then extracting [9][10] the features from the face, and after that, it compares the face 

with the face that is stored in the database. Voice authentication [11][12] is a method to identify or verify the user's 

voice for security. Because a person's voice is uniquely characterized by one other [13]. And it is a fast and secure 

method. Speech recognition is done by breaking down the recording into frequency segments. To provide more 

security, multifactor authentication is combined with hardware authentication. Hardware authentications are like digital 

signatures [14][15], atm cards, attiny85, etc. A hardware authentication includes the hardware device that acts as an 

identity verifier or security token including a USB stick or embedded circuit within an external device. 
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Fig.1 Attiny 85 hardware device 

 

II. METHODOLOGY 

 

This project provides a multifactor authentication that is face recognition, voice recognition, and hardware 

authentication. Multifactor authentication provides a high level of security to users and the resources that users can 

access. This project consists of two to three authentication methods for the user to pass during the login process. For the 

first stage during signup, the system checks the face of the user if it is matching with the data stored in the database then 

it allows another authentication mechanism like voice authentication Once it is complete with the above authentication 

then it goes for the next step of authentication which is hardware authentication. The hardware authentication consists 

of a Hardware device like a USB. In the hardware authentication method, the password is not. Once the hardware is 

plugged into the system it directly accesses the password. The technique of Human face recognition is a biometric 

identification that uses the unique characteristics of an individual’s human face. This can be done by using the machine 

learning algorithm. The first step is to detect the face from the haar cascade classifier which is a machine-learning 

algorithm that trained positive and negative images. Once faces have been detected, the next step is to extract the 

feature from them by using a computer convolution network. CNNs learn to extract the features from images such as 

the texture of the skin, shape of the nose, etc and use features to classify the images into different categories. Then 

extract the feature from the image. The last step is to match the extracted feature of a face with faces in the database. 

Voice authentication is done by using the Gaussian mixture algorithm, to verify a person's identity; the biometric voice 

recognition system captures a new speech sample, creates a template from the sample, and compares it against the 

enrollment template. A strong match between templates indicates that the same person spoke both samples, thus 

verifying the person's identity. Hardware authentication including the hardware device that acts as an identity verifier or 

security token including a USB. A user plugs the hardware device into the system for authentication. Here, a USB 

device is similar to a rubber ducky. The rubber ducky is used to hack or steal the password. But here we are doing the 

reverse process that is hardware device is used for a security mechanism.  

 

 
 

Fig.2 Two factor authentication 

 
 

             Fig.3 Multifactor authentication 

 

 

III.  RESULTS 

 

This project combine different authentication methods to provide an easy, faster, better, and more secure mechanism for 

authentication and to replace traditional authentication systems based on passwords.  And provide a high degree of 

security and Reduce the risk from unauthorized person.  
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Below Fig.4 explains the training the user voice to the system and detection of the voice of the user in voice 

authentication. 

 

  
 

Fig.4 Voice authentication 

 

Below Fig.5 tells about the face authentication, Identifying the authorised user (a) and unauthorized user (b) with the 

help of computer convolution algorithm in face authentication 

 

                                               (a)                                                                           
   
                                                    (b) 

Fig.5 Face authentication 

 

 

Fig.6 tells about hardware authentication by using hardware device attiny85, for that create the database of username 

and password in mysql database(a) and create a webpage for registering the user(b) and login (d). for enter the 

password, insert the hardware device in to  system USB port(c) 
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                                     (a)                                                                                         (b) 

  
(c)                                                                                       (d) 

Fig.6 Hardware authentication 

 

 

IV. CONCLUSION 

 

Multifactor authentication is a secure authentication technique. In this paper, the authentication method used is face 

authentication, voice authentication, and hardware authentication. And also tell about the recovery mechanism in the 

hardware authentication. Here proposed a solution composed of two to three authentication methods during the login 

process. During the initial stage, the user can select the authentication at his/her convenience. In future work, to increase 

security also use behavioural authentication. Behavioural authentications like keystroke mechanism, retina recognition. 

Which provide a more security. 
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