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Abstract: Cyber-security threats are likely to cost the world a large amount year by year, and the number of attacks has 

enlarged five-fold after COVID-19. Though there is extensive literature on the threats technological susceptibilities have 

on the healthcare industry, less research exists on how pandemics like COVID-19 are unscrupulous for cyber-criminals. 

This paper summarizes why and how cyber-attacks have been most challenging during COVID-19 and ways that 

healthcare industries can better defend patient data. The Office for Public Rights has loosened enforcement of the Health 

Insurance Compactness and Responsibility Act, which, although valuable in using new platforms like Zoom, and Google 

Meet, has also loosened physical and practical safeguards to cyber-attacks. This is especially difficult given that 80% of 

healthcare providers had already come upon data breaches. Companies must implement well-defined software upgrade 

procedures, should use secure networks like virtual local area networks, and conduct regular saturation tests of their 

systems. By thoughtful factors that make individuals, healthcare organizations, and employers more disposed to 

cyberattacks, we can better prepare for the next pandemic. 
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I. INTRODUCTION 

 

Nowadays society has become so increasingly technology-dependent, it has also become gradually susceptible to 

cybercrime. Cybersecurity threats are expected to cost the world US $6 trillion a year by 2021, doubling from US trillions 

of dollars in 2015. This is particularly concerning for the healthcare industry, as cyberattacks are the leading cause of 

health security breaches. Since 2016, the healthcare industry has been the victim of more cybersecurity attacks than even 

the financial industry. One of the primary reasons cyber-criminals through pandemics is because sensitive emotional 

states such as fear make sufferers more vulnerable to falling for scams. The World Health Organization has launched the 

increased COVID-19 pandemic results according to the world population. Total counts were found according to how 

many people are alive and how many are dead. 

 

The coronavirus pandemic has created uncertainty, drastic, anxiety, and change as regards our way of a new life. 

Administrations have had to adapt to the request for remote working at speed and scale. Many people have been forced 

to physical offices and policies are created in panic to enable employees to work from home without the necessary training 

or well-prepared preparations. For institutions of their necessity, they already provide their employees and workers with 

business devices, these are classically secured with minimal or no administrative rights. Conversely, the general setup is 

where staff is given temporary rights to install the required software.  

 

Moreover, healthcare administrations become prime targets during health crises. So the use of telemedicine has verified 

as vital to helping many patients such as the COVID-19 crisis during pandemics, especially when there is traditional in-

person visits have become increasingly inaccessible. For example, New York University saw a 30% increase in nonurgent 

virtual visits after the outbreak of COVID-19. This shows a small review of how COVID-19 impact goes in different 

countries. That is especially problematic specified that 80% of healthcare providers had already encountered data 

breaches in the past with these safeguards. 

 

Another potential problem of ransom-motivated attacks on healthcare systems is the outbreak. For 10-20 times more than 

the amount for credit card information or even their social security number as this information is mainly lucrative for 

hackers since a patient’s health info can be retailed on the dark web. Additionally, the longer those healthcare workers 

lack access to information critical to a patient’s care the longer a healthcare provider’s network is down, like 

comorbidities, blood type, and allergies, in times of crisis. The cost is very high during the pandemic. The economic 

balance become destroyed when the pandemic started.  
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Many employers did not know how to consider the potential security threats these new setups create. Even though the 

Department of Health and Human Services Office rule during the COVID-19 pandemic Civil Rights has relaxed 

enforcement privacy. People were afraid during the pandemic. The organization of different countries has come together 

and worked for their citizens. Working and studying at home due to COVID-19 causes increased Internet use, entices 

more people to spend much time online, and provides more opportunities for cybercrime. 

 

Hospitals need to monitor organizational rights more, as seen in needed, and by employing techniques such as multifactor 

verification, hospitals can better protect as the majority of large-scale attacks began with a compromise. Companies 

should also have exact software upgrade procedures, should use secure networks like virtual local area networks, and 

conduct regular penetration tests of their case of the Hancock Regional Hospital in January 2018. Revoking account 

access when no longer systems by monitoring the log activity of user accounts. 

 

II. MAJOR TECHNOLOGIES IN FIGHTING WITH COVID-19 

 

Tactile advantage technology setting on 5G or else outside 5G (B5G) benefits control COVID-19 and is additional 

influential than 4G-enabled technology. The use of advantage computation built on a 5G wireless network simplifies the 

regulator process of the original disease. An ordered system of edge computing has advantages, e.g., scalability, low 

latency, and defence training model data. Universal edge computing can be exploited to achieve improved security. 

 

A B5G-based healthcare context was developed to competition pandemics like COVID-19. The context shelters a cloud 

layer, an edge layer, and a shareholder layer. It can be unified with a surveillance system. The industrialized COVID-19 

diagnostic way can help to classify patients without COVID-19 infection, avoid overfilling in a hospital, and procedure-

sensitive particular data. Additional technologies and their core applications in aggressive against COVID-19 are 

abridged.  A verification scheme for cloud-assisted vehicular ad hoc networks (VANETs) was developed. Customers‟ 

physical position can be unrushed opportune and deprived of any contact built on vehicular cloud (VC). A vehicle 

recording apparatus based on blockchain was rewarded using edge units and the VC. The necessities for COVID-19 

control can be met.  

 

III. CYBER ATTACKS AND CYBER RISKS DURING THE COVID-19 PANDEMIC 

 

The disturbance due to COVID-19 has revealed the faintness of prevailing organizations in defending human health and 

well-being. A deficiency of appropriate and precise data and prevalent misrepresentation have produced ever-increasing 

damage and rising tension between public health worries and data confidentiality. In the nonappearance of correct data 

and dependable information, the misery due to COVID-19 has been inferior. The COVID-19 disaster is an information 

disaster as well as a trust disaster. It has underlined letdowns of existing systems in hope and data allocation. During the 

disaster, main source chain letdowns have been observed, especially for personal protective equipment (PPE) and 

lifesaving ventilators in health centres and hospitals.  

 

Digital systems have played an important part during the COVID-19 pandemic. However, there are telemedicine tasks 

and other digital tactics for confidentiality and sanctuary for threatened information. Since the opening of the COVID-

19 pandemic, there has been a noteworthy rise in the number of cyber-attacks. Throughout the pandemic, the main cyber 

risks are produced by people’s movements as well as letdowns of systems and technology. The source of operational 

danger includes people’s movements, for example, cautious (e.g., theft, sabotage, fraud, and vandalism), involuntary (i.e., 

omissions, errors, and mistakes), and indecision (e.g., availability, knowledge, skills, and guidance). Letdowns of systems 

and technology lie in software (i.e., coding practices, testing, security situations, change control, configuration 

management, and compatibility), hardware (i.e., capacity, performance, conservation, and outmodedness), and system 

(i.e., stipulations, design, integration, and complexity). 

 

IV. CYBER SECURITY FOR TALEWORK 

 

At work at home due to COVID-19 is the “new regular”. Various entities will not reappearance to an workplace when 

the pandemic is finished; maximum entities in a “work from home” setting will endure in that mode, even later the 

injection has been completely dispersed. Schools will greatest likely be recurring from the 14-month pause this impending 

(i.e., 2021) fall. Refuge and dangers in reputation, specially for businesses with delicate data have been a anxiety after 

procedures of self-isolation strapped people to work at home and administrations had to adjust their business models to 

lodge a remarkable growth in network events. Many drudges have dependably redirected their events from offensive 

businesses toward events that could reach customers or employees at their homes concluded stands, e.g., Netflix or Zoom. 
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VI. CONCLUSION 

 

Working from home provides a chance to bear corporate efficiency like the pandemic COVID-19 why the physical 

meeting is risky and otherwise banned. It is impossible without the fantastic telecommuting technologies to allow 

colleagues to communicate and collaborate in real-time from different geographic locations available today as mobility, 

At the same time, the gains of waging from home tend to be contending with the risks of exposure to cyber threats and 

malicious hackers who capitalize on insecure networks and insecure systems to circumvent the remote communication 

experience. The second paper and concluding part of this two-part series is titled “Solving the Cyber Security Challenges 

of Telecommuting and Video-conferencing in the COVID-19 Pandemic. It also identified their impacts on the employer’s 

data as well as the employee’s online safety, proposes cyber security mitigation actions that can be applied both now and 

in the post-COVID-19, webinars, teleconferences, and virtual meetings, safer alternatives to direct organizations in times 

of mobility restrictions. 
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