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Abstract: Fog is a layer between the cloud and end users and it extends the services provided by the cloud computing
to the network edge. Fog computing follows the distributed network architecture and closely associated with 10T
(Internet of Things). Security is the main challenge in the fog due to the password compromise. To overcome the
password compromise additional authentication credentials are needed to login. Round Trip Latency (RTL) based
scheme increases the protection of traditional password authentication between clients and authenticators and extra
profiling features are needed to defense against password compromise. In this paper, extended latency based
authentication is proposed that includes the keystroke dynamics along with the latency to effectively protect from the
same location attacks
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l. INTRODUCTION

The massive increase of connected devices in the cloud gives the new idea of computing known as Fog Computing. It
has the characteristics like cloud in terms of storage, networking, computation etc. In addition Fog supports location
awareness, mobility and sensitive services. Fog computing which is developed by CISCO that made the 10T as popular
one and that incorporates the real life applications such as vehicles, buildings and smart grids. With the increased
processing, efficiency and capacity of networks in fog computing should necessary to check the issues like security,
privacy, authentication and resource management. Fog computing is an extended version of cloud computing and it has
unique security concerns. This article focuses on the security concerns of fog computing and will propose the possible
solution to this issues.

1. FOG ARCHITECTURE

Fog has the three tier architecture and it employs the intermediate between cloud networks. The first tier includes the
real life devices such as cameras, buildings, vehicles and homes etc. Second tire includes the storage, computation,
processing and handle the latency requests at the spot and responds to the end nodes. The top most layer consist core
devices like data centers and it is connected to second tier servers by using broadband technologies

IOT DEVICES
Fig 1: Fog Architecture
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1. CHARACTERISTICS

3.1. Decentralization and Geographical Distribution

In fog, nodes are deployed in several places and geographically distributed, its architecture is decentralized. To
manage the services and computing resources there is no central servers. , fog nodes are collaborate and self-
organizing to provide end users with real-time 10T applications.

3.2. Real Time Interaction
Fog computing supports real-time interaction rather than batch processing. Real-time processing includes gaming, real-
time stream processing and augment reality etc.

3.3. Save Storage Space
To avoid the storage of improper and unrelated data to the whole network, fog computing is the best solution and it
saves the storage space and also decrease the latency.

3.4. Mobility support
It is the main application of fog computing which is directly communicated with the mobile devices through the use of
protocols.

3.5. Close to end user
To avoid the delay in data transmission fog allows data to be closer to user than in remote data centers.

V. SECURITY IN FOG

Security mechanisms must handle all the security issues. There are so many proposed techniques have been introduced
to tackle the new threats. . Existing Security mechanisms are authorization and authentication, access control, IDS,
virtualization, fault tolerance and recovery etc.

4.1. Authentication and Authorization:

The initial step of security in fog computing is to identify each node whether it is authenticated node or not. In FC
authorization and authentication are important because authorization identifies the legitimate users and authentication
allows who can do what. Fog consists billions of devices connected to the network and every node identified to ensure
the security and to define the privileges to every node. So it is very important to authorize and authentiacate the nodes
to protect from the security issues.

4.2. Access Control Mechanism

It allows the different nodes in fog to get different authorization. If there is no authorization mechanism then any users
can enter into the fog network and can access the resources. If any user wants to access any resources in fog some
policies should be needed to control the data and services. So access control mechanism should be needed to ensure the
authorization.

4.3 Intrusion Detection System

It prevents from illegal access and generates alerts when unauthorized intrusions occur. In fog so many attacks are there
like flooding attack ,internal attack etc. Intrusion detection system employs to protect from this type of attacks.IDS
recognize sniffing activities and verifying access control mechanisms, log files and login information to prevent from
malicious attacks.

4.4 Privacy
It is an another aspect of security mechanism. Fog users can share their information to whom they want. privacy of data
and location of users are efficiently handled by fog computing and ensures the system to be reliable and secure.

4.5 Data Protection

Due to the vast information processing the number of 10T devices increases. When the 10T devises senses data , it
shares the data with the nearby fog nodes. It is difficult to handle large amount of data in IOT devices, so the data is
divided and forwarded to multiple fog nodes for processing. The light-weight encryption and decryption techniques are
supported by fog for the data protection.

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 29


https://ijarcce.com/
https://ijarcce.com/

IJ A RCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.102 ::¢ Peer-reviewed & Refereed journal ::¢ Vol. 13, Issue 3, March 2024
DOI: 10.17148/IJARCCE.2024.13305

Authextication
&

Authorization

Aceess Control
Mechanism

SECURITY IN FOG

ms

Privacy

Data Protection

Fig 2: Security mechanisms in Fog

V. AUTHENTICATION SCHEME IN FOG

Authentication is an important issue for the security of Fog computing since services are offered to massive-scale end
users by front Fog nodes/servers.

a) Traditional PKI-based authentication [3] is not efficient and has poor scalability for Fog users at the Edge of the
network.

b) Biometric authentication [4] in mobile computing and Cloud computing, such as fingerprint authentication, face
authentication, touch-based or keystroke-based authentication. However, such techniques take relatively long execution
time and their security level is always constrained by time complexity, especially when high security level is needed.

c) Intrusion detection techniques can also be applied in Fog computing [5]. Intrusion in smart grids can be detected
using either a signature-based method in which the patterns of behavior are observed and checked against an already
existing database of possible misbehaviors. Intrusion can also be captured by using an anomaly-based method in which
an observed behavior is compared with expected behavior to check if there is a deviation. The work in [6] develops an
algorithm that monitors power flow results and detects anomalies in the input values that could have been modified by
attacks. The algorithm detects intrusion by using principal component analysis to separate power flow variability into
regular and irregular subspaces.

d) Password-based authentication techniques [7]have many applications in the Cloud, however, they are not a good
idea when it comes to Fog computing due to several reasons: (i) Passwords are characterized by their low entropy, and
in order to amplify this entropy to establish session keys, extensive modular arithmetic computations are needed. (ii)
Fog users at the Edge of the network communicate with many Fog servers in different Fogs. It is inadequate to keep a
password with each server. Moreover, it is not a good idea to keep one common password for all servers.

VI. CONCLUSION

This article discussed the various security aspects and its demerits in fog computing. Though there are so many security
mechanisms are in fog there is some need in security. So many researches are also done related to authentication, IDS,
Privacy, Virtualization etc and the proposed system implemented the authentication of users are done through the
Round Trip Latency based scheme. Users profiles are created based on the location and keystroke dynamics also
included as additional credentials to authenticate in fog computing.
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