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Abstract: In this paper we are designing LBP Based machine learning Convolution Neural Network called LBPNET to
detect fake face images. Here first we will extract LBP from images and then train LBP descriptor images with
Convolution Neural Network to generate training model. Whenever we upload new test image then that test image will
be applied on training model to detect whether test image contains fake image or non-fake image. Below we can see
some details on LBP.

Local binary patterns (LBP) are a type of visual descriptor used for classification in computer vision andare a simple
yet very efficient texture operator which labels the pixels of an image by thresholding the neighborhood of each pixel
and considers the result as a binary number. Due to its discriminative power and computational simplicity, LBP texture
operator has become a popular approach in various applications. It can be seen as a unifying approach to the
traditionally divergent statistical and structural models of texture analysis. Perhaps the most important property of the
LBP operator in real-world applications is its robustness to monotonic gray-scale changes caused, for example, by
illumination variations. Another important property is its computational simplicity, which makes it possible to analyze
images in challenging real-time settings.

The LBP feature vector, in its simplest form, is created in the following manner: Divide the examined window into
cells (e.g., 16x16 pixels for each cell). For each pixel in a cell, compare the pixel to each ofits 8 neighbors (on its left-
top, left-middle, left-bottom, right-top, etc.). Follow the pixels along a circle, i.e., clockwise or counter-clockwise.
Where the center pixel's value is greater than the neighbor's value, write "0". Otherwise, write "1". This gives an 8-digit
binary number (which is usually converted to decimal for convenience). Compute the histogram, over the cell, of the
frequency of each "number” occurring (i.e., each combination of which pixels are smaller and which are greater than
the center). This histogram can be seen as a 256-dimensional feature vector.

l. INTRODUCTION

Recently, the generative model based on deep learning such as the generative adversarial net (GAN) is widely used to
synthesize the photo-realistic partial or whole content of the image and video. Furthermore, recent research of GANs
such as progressive growth of GANs (PGGAN)[1] and BigGAN could be used to synthesize a highly photo-realistic
image or video so that the human cannot 20 recognize whether the image is fake or not in the limited time. In general,
the generative applications can be used to perform the image translation tasks [3]. However, it may lead to a serious
problem once the fake or synthesized image is improperly used on social network or platform. For instance, cycleGAN
is used to synthesize the fake face image in a pornography video [4]. Furthermore, GANs may be used to create a
speech video with the synthesized facial content of any famous politician, causing severe problems on the society,
political, and commercial activities. Therefore, an effective fake face image detection technique is desired. In this
paper, we have extended our previous study associated with paper ID #1062 to effectively and efficiently address these
issues.

In traditional image forgery detection approach, two types of forensics scheme are widely used: active schemes and
passive schemes. With the active schemes, the externally additive signal (i.e., watermark) will be embedded in the
source image without visual artifacts. In order to identify whether the image has tampered or not, the watermark
extraction process will be performed on the target image to restore the watermark [6]. The extracted watermark image
can be used to localize or detect the tampered regions in the target image. However, there is no "source image" for the
generated images by GANSs such that the active image forgery detector cannot be used to extract the watermark image.
The second one-passive image forgery detector—uses the statistical information in the source image that will be highly
consistency between different images. With this property, the intrinsic statistical information can be used to detect the
fake region in the image [7][8]. However, the passive image forgery detector cannot be used to identify the fake image
generated by GANs since they are synthesized from the low-dimensional random vector. Nothing changes in the
generated image by GANSs because the fake image is not modified from its original image.
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Intuitively, we can adopt the deep neural network to detect the fake image generated by GAN. Recently, there are some
studies that investigate a deep learning-based approach for fake image detection in a supervised way. In other words,
fake image detection can be treated as a binary classification problem (i.e., fake or real image). For example, the
convolution neural network (CNN) network is used to learn the fake image detector [9]. In [10], the performance of the
fake face image detection can be further improved by adopting the most advanced CNN—Xception network. However,
there are many GANs proposed year by year. For example, recently proposed GANSs such as [1] [2] can be used to
produce the photo-realistic images. It is hard and very time-consuming to collect all training samples of all GANs. In
addition, such a supervised learning strategy will tend to learn the discriminative features for a fake image generated by
each GANSs. In this situation, the learned detector may not be effective for the fake image generated by another new
GAN excluded in the training phase.

In order to meet the massive requirement of the fake image detection for GANs-based generator, we propose novel
network architecture with a pair wise learning approach, called common fake feature network (CFFN). Based on our
previous approach [5], it is clear that the pair wise learning approach can overcome the shortcomings of the supervised
learning-based CNN such as methods in [9][10]. In this paper, we further introduce a novel network architecture
combining with pair wise learning to improve the performance of the fake image detection. To verify the effectiveness
of the proposed method, we apply the proposed deep fake detector (DeepFD) to identify both fake face and generic
image. The primary contributions of the proposed method are two-fold:

. We propose a fake face image detector based on the novel CFFN consisting of several dense blocks to
improve the representative power of the fake image.

. The pair wise learning approach is first introduced to improve the generalization property of the proposed
DeepFD.

MOTIVATION
Image forgery detection are very active research areas. The goal of this work is to develop a fake image detection
system based on convolutional neural networks for a face image.

OBJECTIVE

The main objectives are to develop intelligent systems able to achieve efficiently learning and recognizing fake images.
An essential section of these applications is attached to biometrics, which is used for security purposes in general. The
facial modality as a fundamental biometric technology has become increasingly important in the field of research.

SCOPE

An extension of this work can be extended by creating a face detection and recognition system based on CNNs as a
feature extractor and the machine vector support as a classifier, another perspective would be the tests our approach on
other facial databases showing strong variations in lighting and pose.

OUTLINE

We will then split the data set into xTrain, yTrain, yTest, and xtest. In the end, we will apply the model sequential and
test the images. In this machine learning paper, we will be training a convolutional neural network to predict whether
the image is fake or not.

1. LITERATURE SURVEY

A literature survey or a literature review in a project report is that section which shows the various analyses and
research made in the field of your interest and the results already published, taking into account the various parameters
of the project and the extent of the project.

It is the most important part of your report as it gives you a direction in the area of your research. It helps you set a goal
for your analysis - thus giving you your problem statement.

FAKE IMAGE DETECTION

Andreas Rossler et al. proposed Forged Forensics++: Learning to Detect Manipulated Facial Images. The rapid
progress in synthetic image generation and manipulation has now come to a point where it raises significant concerns
for the implications towards society. At best, this leads to a loss of trust in digital content, but could potentially cause
further harm by spreading false information or fake news. This paper examines the realism of state-of-the-art image
manipulations, and how difficult it is to detect them, either automatically or by humans. To standardize the evaluation

© IJARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 149


https://ijarcce.com/
https://ijarcce.com/

IJ A RCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.102 :: Peer-reviewed & Refereed journal :: Vol. 13, Issue 6, June 2024
DOI: 10.17148/IJARCCE.2024.13628

of detection methods, we propose an automated benchmark for facial manipulation detection. In particular, the
benchmark is based on Deep Fakes, Face2Face, Face Swap and Neural Textures as prominent representatives for facial
manipulations at random compression level and size. The benchmark is publicly available and contains a hidden test set
as well as a database of over 1.8 million manipulated images. This dataset is over an order of magnitude larger than
comparable, publicly available, forgery datasets. Based on this data, we performed a thorough analysis of data-driven
forgery detectors. We show that the use of additional domain specific knowledge improves forgery detection to
unprecedented accuracy, even in the presence of strong compression, and clearly outperforms human observers.

Darius Afchar et al. proposed MesoNet: a Compact Facial Video Forgery Detection Network. This paper presents a
method to automatically and efficiently detect face tampering in videos, and particularly focuses on two recent
techniques used to generate hyper-realistic forged videos: Deep fake and Face2Face. Traditional image forensics
techniques are usually not well suited to videos due to the compression that strongly degrades the data. Thus, this paper
follows a deep learning approach and presents two networks, both with a low number of layers to focus on the
mesoscopic properties of images. We evaluate those fast networks on both an existing dataset and a dataset we have
constituted from online videos. The tests demonstrate a very successful detection rate with more than 98% for Deep
fake and 95% for Face2Face.

EXISTING SYSTEM

Now-a-days biometric systems are useful in recognizing person’s identity but criminals change their appearance in
behaviour and psychological to deceive recognition system. To overcome from this problem, we are using new
technique called Deep Texture Features extraction from images and then building train machine learning model using
CNN (Convolution Neural Networks) algorithm. This technique refers as LBPNet or NLBPNet as this technique
heavily dependent on features extraction using LBP (Local Binary Pattern) algorithm.

PROPOSED SYSTEM

Local binary patterns (LBP) are a type of visual descriptor used for classification in computer vision and are a simple
yet very efficient texture operator which labels the pixels of an image by thresholding the neighborhood of each pixel
and considers the result as a binary number. Due to its discriminative power and computational simplicity, LBP texture
operator has become a popular approach in various applications. It can be seen as a unifying approach to the
traditionally divergent statistical and structural models of texture analysis. Perhaps the most important property of the
LBP operator in real-world applications is its robustness to monotonic gray-scale changes caused, for example, by
illumination variations. Another important property is its computational simplicity, which makes it possible to analyze
images in challenging real- time settings.

1. SYSTEM DESIGN

IMPORTANCE OF DESIGN

The purpose of the design phase is to plan a solution of the problem specified by the requirement document. It is the
process of defining software methods, functions, objects and overall structure and interaction of your code so that the
resulting functionality will satisfy your users requirements. It allows you to do the best abstraction, to understand the
requirements better and meet them better. This prevents redundancy and increases reusability. This phase is the first
step in moving from the problem domain to the solution domain. In other words, starting with what is needed, design
takes us towards how to satisfy the needs. The design of a system is perhaps the most critical factor affection the
quality of the software; it has a major impact on the later phase, particularly testing, maintenance. The output of this
phase is the design document. This document is similar to a blueprint for the solution and is used later during
implementation, testing and maintenance. The design activity is often divided into two separate phases System Design
and Detailed Design.

System Design also called top-level design sign aims to identify the modules that should be in the system, the
specifications of these modules, and how they interact with each other to produce the desired results. During, Detailed
Design, the internal logic of each of the modules specification in system design is decided. During this phase, the
details of the data is usually specified in a high-level design description language, which is independent of the target
language in which the software will eventually be implemented.

In system design the focus is on identifying the modules, whereas during detailed design the focus is on designing the

logic for each of the modules. During the system design activities, Developers bridge the gap between the requirements
specification, produced during requirements elicitation and analysis, and the system that is delivered to the user.
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System Architecture
A system architecture diagram would be used to show the relationship between different components. Usually,

they are created for systems which include hardware and software and these are represented in the diagram to show the
interaction between them. However, it can also be created for web applications.

Crow-leyer Sextare Concascaatiog

|
= R
= =
o [o— irh ‘1B
e | — == 1= ‘..r'-*- ] "“'r“
pp—— ([— | | -, i~ |
— | | —— 0= € g
| —_— - :r‘ b
[ =2 p— - e gt

—~— [r— Ui y— | e - v
— SUNI = <{l,_. gt o Ym

. < ! 1= ey pe Che

i ! l. un ir -
-"I : | 5 ir
I, <! = Uk i
- 1 N ! . 4 ~
} §o Y= 128 m
- 1 1% De Mod it iy compeced lrye 5
w Bl Deme Blodin -
f ke »” e L S
- A

Figure 1: System Architecture
Iv. IMPLEMENTATION

MODULE DESCRIPTION

Implementation includes all those activities that take place to covert from old system to new system. The old system
consists of manual operations, which is operated in a very difficult manner from the proposed system. A proper
implementation is essential to provide a reliable system to meet the requirements of the organization.

Fake image detection:
Divide the examined window into cells (e.g., 16x16 pixels for each cell).

For each pixel in a cell, compare the pixel to each of its 8 neighbors (on its left-top, left-middle, left-bottom, right-top,
etc.). Follow the pixels along a circle, i.e., clockwise or counter-clockwise.

Where the center pixel's value is greater than the neighbor's value, write "0". Otherwise, write "1". This gives an 8-digit
binary number (which is usually converted to decimal for convenience).

Compute the histogram, over the cell, of the frequency of each "number" occurring (i.e., each combination of which
pixels are smaller and which are greater than the center). This histogram can be seen as a 256-dimensional feature
vector.

Optionally normalize the histogram.
Concatenate (normalized) histograms of all cells. This gives a feature vector for the entire window.

The feature vector can now be processed using the Support vector machine, extreme learning machines, or some other
machine learning algorithm to classify images. Such classifiers can be used for face recognition or texture analysis.

A useful extension to the original operator is the so-called uniform pattern,[8] which can be used to reduce the length of
the feature vector and implement a simple rotation invariant descriptor. This idea is motivated by the fact that some
binary patterns occur more commonly in texture images than others. A local binary pattern is called uniform if the
binary pattern contains at most two 0-1 or 1-0 transitions. For example, 00010000 (2 transitions) is a uniform pattern,
but 01010100 (6 transitions) is not. In the computation of the LBP histogram, the histogram has a separate bin for every
uniform pattern, and all non-uniform patterns are assigned to a single bin. Using uniform patterns, the length of the
feature vector for a single cell reduces from 256 to 59.

The 58 uniform binary patterns correspond to the integers 0, 1, 2, 3, 4, 6, 7, 8, 12, 14, 15, 16, 24, 28, 30, 31, 32, 48, 56,

60, 62, 63, 64, 96, 112, 120, 124, 126, 127, 128, 129, 131, 135, 143, 159, 191, 192, 193, 195, 199, 207, 223, 224, 225,
227,231, 239, 240, 241, 243, 247, 248, 249, 251, 252, 253, 254 and 255.
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Figure 2. LBP train

All this fake and real images you can see inside ‘LBP/train’ folder. This paper consists of following modules:

1) Generate NLBPNet Train & Test Model: in this module we will read all LBP images from LBP folder and
then train CNN model with all those images.

2) Upload Test Image: In this module we will upload test image from ‘test images’ folder. Application will read
this image and then extract Deep Textures Features from this image using LBP algorithm.

3) Classify Picture in Image: This module applies test image on CNN train model to predict whether test image
contains spoof or non-spoof face.

To run this paper double, click on ‘run.bat’ file to get below screen.
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Figure 3. Home page

In above screen click on ‘Generate Image Train & Test Model” button to generate CNN model using LBP images
contains inside LBP folder.
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Figure 4 Model Generated
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In above screen we can see CNN LBPNET model generated. Now click on ‘Upload Test Image’ button to upload test
image.
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Figure 5. Test images
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In above screen we can see two faces are there from same person but in different appearances. For simplicity | gave

image name as fake and real to test whether application can detect it or not. In above screen | am uploading fake image
and then click on ‘Classify Picture In Image’ button to get below result.
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Figure 6. Select Image
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In above screen we can see all real face will have normal light and in fake faces peoples will try some editing to avoid
detection but this application will detect whether face is real or fake.
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Figure 7. Uploading Image

In above screen | am uploading 1.jpg and after upload click on open button to get below screen.
¢ Fake Image Identification

Fake Image Identification

¢ File Information

o image file loaded

0 Type here to search

Figure 8. Image Loaded

And now click on ‘classify Picture in Image’ to get below details.
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Figure 9. Output Generated

In above screen we are getting result as image contains Fake face. Similarly, u can try other images also. If u wants to
try new images, then u needs to send those new images to us so we will make CNN model to familiar with new images
s0 it can detect those images also.

VI. CONCLUSION AND FUTURE SCOPE

In this, a forged feature network-based pairwise learning is proposed to detect the forged face and general images
generated by the state-of-the-art GANs. The proposed CFFN can be used to learn the middle- and high-level and
discriminative forged features by aggregating the cross- layer feature representations. The proposed pairwise learning
strategy enables the forged feature learning, which allows the trained forged image detector to have the ability to detect
the forged image generated by a new GAN; even it was not included in the training phase. The experimental results
demonstrated that the proposed method outperformed other state-of-the-art methods in terms of precision and recall
rate. The forged video detection is also an important issue, so in our future work, we will extend the proposed method
to forged video detection, incorporating the object detection and Siamese network structure.

Deepfakes quality has been increasing and the performance of detection methods needs to be improved accordingly.
The inspiration is that what Al has broken can be fixed by Al as well. Detection methods are still in their early stage
and various methods have been proposed and evaluated but using fragmented datasets. An approach to improve
performance of detection methods is to create a growing updated benchmark dataset of deepfakes to validate the
ongoing development of detection methods.

To test the image that is downloaded directly from internet or the image in the database we need to train the machine
more efficiently and more researches are going on.
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