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Abstract: Deep fake technology poses significant threats to the authenticity of digital media, leading to misinformation,
reputational damage, and security risks. The ability to manipulate videos and images with Al has resulted in concerns over
trustworthiness in media, cyber threats, and fraudulent activities. Traditional detection methods, including manual
inspection and rule-based algorithms, have proven inadequate in identifying these rapidly evolving deep fake techniques.
This project introduces a deep learning-based solution utilizing Convolutional Neural Networks (CNNs) for detailed
image analysis and Recurrent Neural Networks (RNNSs) for detecting temporal inconsistencies in videos. The system
integrates attention mechanisms to focus on subtle artifacts and adversarial training to enhance detection robustness.
Additionally, it continuously learns from new deep fake patterns, ensuring adaptability against emerging manipulation
techniques. Designed for scalability and real-time performance, our system is optimized to run efficiently on standard
hardware while achieving high accuracy and low false-positive rates. By providing a reliable tool for deep fake detection,
this project contributes to media integrity and cybersecurity
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l. INTRODUCTION

The proliferation of deep fake technology, powered by advancements in generative artificial intelligence (Al), has
introduced unprecedented challenges to digital media integrity. Sophisticated tools like Generative Adversarial Networks
(GANS) can now produce hyper-realistic fake images and videos, enabling malicious activities such as misinformation
campaigns, identity theft, and political manipulation. Traditional detection methods, reliant on manual inspection or rule-
based algorithms, struggle to keep pace with rapidly evolving deep fake techniques, necessitating automated, scalable,
and adaptive solutions.

This paper presents a hybrid deep learning framework that integrates ResNext Convolutional Neural Networks
(CNNs) for spatial artifact detection and Long Short-Term Memory (LSTM) networks for temporal inconsistency
analysis in videos. Unlike existing systems, our model employs attention mechanisms to prioritize facial regions (e.g.,
eyes, lips) prone to manipulation and incorporates adversarial training to enhance robustness against state-of-the-art
GAN-generated forgeries. Trained on diverse datasets, including Celeb-DF, FaceForensics++, and DFDC, the framework
achieves 96.8% accuracy while optimizing for real-time performance (e.g., 1.8-second inference for images, 4.2 seconds
for 10-second videos).

Key contributions include:

1. A multi-modal architecture combining spatial and temporal analysis to address both image and video deep
fakes.

2. Dynamic adversarial training using GAN- generated samples to counter evolving manipulation techniques.
3. A scalable deployment pipeline leveraging cloud infrastructure (AWS EC2 GPU instances) for real-world

applications like social media moderation and forensic analysis.
By bridging the gap between detection accuracy and computational efficiency, our work advances the fight against Al-
driven disinformation while fostering ethical Al development.
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1. LITERATURE REVIEW

The rapid advancement of generative Al, particularly Generative Adversarial Networks (GANS), has revolutionized the
creation of hyper-realistic deep fakes, posing significant threats to digital media integrity. Early detection methods relied
on manual forensic analysis and rule-based algorithms, such as identifying irregular eye-blinking patterns [1] or unnatural
skin textures [2]. While effective against primitive deep fakes, these approaches proved inadequate against modern
GANs, which mimic physiological cues with high fidelity [3]. The advent of deep learning introduced
Convolutional Neural Networks (CNNs) as a cornerstone for spatial artifact detection. For instance, MesoNet [4], a
lightweight CNN, achieved 84% accuracy on FaceForensics++ by analyzing mid-level facial features, while XceptionNet
[5] isolated blending artifacts at image boundaries. However, such models ignored temporal inconsistencies in videos
and exhibited poor cross-dataset generalization [6].

To address video-based manipulations, temporal analysis frameworks emerged. Glera and Delp [7] combined CNNs
with Long Short-Term Memory (LSTM) networks to detect frame-level anomalies, achieving 89% accuracy on the
DFDC dataset. Similarly, 3D-CNNs [8] captured spatiotemporal features but incurred prohibitive computational costs
(~15 seconds per video). Recent works like FakeCatcher [9] leveraged biological signals (e.g., blood flow patterns) but
required high-resolution inputs, limiting scalability. Concurrently, adversarial training gained traction to counter evolving
GAN:Ss. Durall et al. [10] improved robustness by 18% using frequency- domain analysis and adversarial samples, while
ForensicTransfer [11] employed domain adaptation for cross-dataset detection. Despite progress, these methods relied
on static adversarial datasets, failing to adapt to emerging GAN variants.

Attention mechanisms further refined detection by localizing manipulation-prone regions. Face X-Ray [12]
identified blending boundaries using attention maps but depended on pristine reference images, reducing practicality.
Multi-attentional networks [13] fused spatial and temporal features but suffered from high latency (~20 seconds/video).
Hybrid frameworks, such as AVFakeNet [14], integrated audio-visual cues but excluded audio deep fakes from
evaluation. Collectively, prior works struggled with real-time efficiency, localized artifact detection, and dynamic
robustness against evolving threats. Our work bridges these gaps through a hybrid ResNext CNN-LSTM architecture
with spatial attention layers, focusing on critical facial regions (eyes, lips). We introduce dynamic adversarial training,
updating the model weekly with StyleGAN2-generated samples to counter novel manipulation techniques. Optimized
for cloud deployment, the framework achieves 96.8% accuracy on benchmark datasets (Celeb-DF, DFDC) with
4.2-second video processing latency, addressing the accuracy-efficiency trade-off prevalent in prior research.

1. METHODOLOGY

A Dataset Preparation and Preprocessing

The proposed system leverages three benchmark datasetsto  ensure  robustness and  generalization: Celeb-
DF, FaceForensics++, and DFDC. The Celeb-DF dataset comprises 59,000 high-resolution videos (256x256 pixels) of
celebrities, split equally between real and synthetic samples generated using advanced GANSs like StyleGAN2. This
dataset focuses on facial expression swaps and identity transfers, mimicking real-world social media deep fakes.

FaceForensics++ provides 100,000 videos manipulated using four techniques (DeepFakes, Face2Face, FaceSwap,
NeuralTextures), including both high-quality (HQ) and low-quality (LQ) versions to simulate compression artifacts
common in online platforms. The DFDC dataset, released by Facebook Al, includes 120,000 videos with diverse
ethnicities, lighting conditions, and GAN variants, making it ideal for cross- dataset evaluation.

Preprocessing involved three critical steps:

1. Frame Extraction: Videos were split into individual frames at 30 fps using FFmpeg, retaining temporal
coherence for LSTM analysis.

2. Face Detection and Alignment: OpenCV’s Haar cascades and DIib’s 68-point facial landmarks localized and
aligned faces, ensuring consistent input dimensions.

3. Normalization and Augmentation: Frames were resized to 224x224 pixels, normalized to [0,1] range, and
augmented via horizontal flipping (£15° rotation), Gaussian noise (6=0.1), and brightness adjustments (+20%). These
steps enhanced model resilience to real-world variations like lighting changes and motion blur.

B. OBJECTIVE
The framework aims to address five core challenges in deep fake detection:
1. High Accuracy: Achieve >95% accuracy on benchmark datasets by synergizing spatial (CNN) and temporal

(LSTM) feature extraction.
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2. Real-Time Processing: Optimize inference latency to <5 seconds for 10-second videos, enabling integration
into social media moderation pipelines.

3. Robustness Against Evolving GANs: Implement dynamic adversarial training, where 10% of the training data
is cyclically replaced with samples from emerging GANSs (e.g., StyleGAN3, ProGAN).

4. Explainability: Generate Grad-CAM heatmaps to highlight manipulated regions (e.g., irregular eye blinks, lip-
sync mismatches), aiding forensic analysts in result interpretation.

5. Scalability: Design a modular architecture deployable across platforms (web, mobile) via TensorFlow Lite

quantization and RESTful APIs, ensuring compatibility with low-resource edge devices.

C. PROPOSED SYSTEM

The system adopts ahybrid ResNext CNN-LSTM architecture with four interconnected modules (Figure 1):
1 Input Module:

o A React.js-based interface allows users to upload media.

o FFmpeg extracts frames, while OpenCV and Dlib perform face detection and alignment, discarding non-facial

regions to reduce noise.

2. Spatial Artifact Detection (ResNext-50):

o The ResNext-50 backbone, a ResNet variant with grouped convolutions, reduces parameters by 30% while
maintaining accuracy.

o A spatial attention layer assigns weights to critical facial regions: eyes (40%), lips (35%), and skin texture

(25%). This layer amplifies gradients from manipulation- prone areas, improving detection of subtle artifacts like
inconsistent skin pores.

3. Temporal Inconsistency Analysis (Bidirectional LSTM):

o A bidirectional LSTM with 256 hidden units processes sequences of 30 frames (1- second clips at 30 fps).

o The network flags temporal anomalies, such as irregular blinking patterns (natural blinking: 0.5-2 Hz) or abrupt
facial expression transitions, by analyzing hidden state dynamics.

4. Decision and Output Module:

o Feature Fusion: Spatial (CNN) and temporal (LSTM) features are combined via weighted averaging (CNN:
60%, LSTM: 40%), determined empirically through grid search.

o Classification: A dense layer with softmax activation outputs binary labels (“real” or “fake”) with confidence
scores. Threshold tuning on validation data minimized false positives (FPR: 3.2%).

o Adversarial Training: The model undergoes weekly retraining with StyleGAN2-generated samples, using a
composite loss function (cross-entropy + Wasserstein GAN loss) to harden against unseen attacks.

o Explainability: Grad-CAM heatmaps overlay attention weights on input frames, visually pinpointing

manipulated regions (e.g., blurred jawlines, unnatural eye reflections).

Upload video ——> Training Flow
***** » Prediction Flow
|

Preprocessin:
p -} - Data Splitiing
Spliting video into Train / Test data
- fanes Processed spiit
Data-set
Data-set (Fake / N Face Detection Contains only face videg
Real) videos
Face Cropping Dat_a Loader
Loading the Train
videos and labels
Saving the face
cropped video
Train / Test the
T Model ]
' Evaluation
A 4 Confusion Matrix e Deepfake detection Model
h 4
Load Trained
Model ¥ LSTM ResNext
Video classification Feature exiraction
: Export Trained
Model
!
!
h 4

REAL / FAKE

Fig- 1 Proposed System
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D. AIGORITHM STACK

The framework integrates the following tools and libraries:

1. Deep Learning:

o TensorFlow: Implements the ResNext- LSTM model, leveraging GPU-accelerated layers (CuDNN) for
training.

o PyTorch: Generates adversarial samples using StyleGAN2 and ProGAN for dynamic training.

o KerasTuner: Optimizes hyperparameters (learning rate: 0.001, batch size: 32, dropout: 0.3) via Bayesian
optimization.

2. Computer Vision:

o OpenCV: Handles frame extraction, histogram equalization, and face alignment.

o Dlib: Accurately detects 68 facial landmarks for Region of Interest (ROI) cropping.

3. Backend and Deployment:

o Flask: A lightweight REST API processes user requests, invoking the TensorFlow model for inference.

o AWS EC2: Hosts the model on NVIDIA V100 GPUs, achieving 4.2-second latency per video.

o Docker: Containerizes the application for seamless deployment across cloud and edge environments.

4. Frontend:

o React.js: Builds an interactive Ul with drag-and-drop media upload and real-time progress tracking.

o Chart.js: Visualizes confidence scores and attention heatmaps for user-friendly interpretation.

5. Auxiliary Tools:

o ML flow: Tracks experiments, logging metrics (accuracy, F1-score) and hyperparameters for reproducibility.

o FFmpeg: Converts videos to frames and compresses outputs for efficient storage.

V. IMPLEMENTATION

Model Training Pipeline

The hybrid ResNext CNN-LSTM model was trained in two phases to optimize spatial and temporal feature extraction. In
the first phase, the ResNext-50 backbone was pretrained on the FaceForensics++ dataset using TensorFlow 2.8. The
model leveraged grouped convolutions (32 groups) to reduce parameter count by 30% compared to standard ResNet-50,
enhancing computational efficiency without compromising accuracy. Training utilized the AdamW optimizer with a
learning rate of 0.001 and weight decay of 0.01 to prevent overfitting. Data augmentation techniques, including horizontal
flipping, Gaussian noise injection (6=0.1), and random rotation (£15°), were applied to simulate real-world variations.
The second phase focused on temporal analysis using a bidirectional LSTM with 256 hidden units. Trained on sequences
of 30 frames (1-second clips at 30 fps) from the DFDC dataset, the LSTM employed focal loss (y=2) to address class
imbalance and a dropout rate of 0.3 to mitigate overfitting. Feature fusion was achieved by combining ResNext’s spatial
outputs (60% weight) and LSTM’s temporal features (40% weight) through weighted averaging, determined via grid
search on validation data.

Adversarial Training and Robustness

To counter evolving GAN-based threats, the model underwent dynamic adversarial training. Weekly, 10% of the training
data was replaced with synthetic samples generated using StyleGAN2 and ProGAN, created via PyTorch 1.12.
Adversarial perturbations were introduced using Projected Gradient Descent (PGD) attacks with €=0.05. A composite
loss function combining cross-entropy (80%) and Wasserstein GAN loss (20%) ensured robustness against novel
manipulation techniques. This approach reduced accuracy degradation from 15% to 4% over six months on the DFDC
dataset, as validated through continuous testing.

Real-Time Optimization and Deployment

The system was optimized for low-latency inference to enable real-world deployment. On AWS EC2 p3.2xlarge instances
(NVIDIA V100 GPUs), parallel processing using TensorFlow’s tf.data pipeline reduced inference time to 4.2 seconds
for 10-second videos. For edge devices, model quantization via TensorFlow Lite (FP16 precision) compressed the model
size by 60%, enabling deployment on resource-constrained hardware like NVIDIA Jetson Nano, with a latency of 120
ms per frame. Frame sampling strategies, such as processing 1 frame per second for non- critical applications, further
reduced latency to 2.1 seconds.
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The backend, built on Flask, handled REST API requests, while React.js provided an intuitive frontend for media uploads
and result visualization.

System Integration and Workflow

The framework’s modular architecture integrated several components seamlessly. The input module, powered by
OpenCV and Dlib, extracted and aligned facial regions using 68-point landmarks, discarding non-facial content to
minimize noise. Processed frames were fed into the ResNext-LSTM hybrid model, where spatial artifacts (e.g., blurred
edges) and temporal inconsistencies (e.g., irregular blinking) were detected.

Outputs from both networks were fused, and confidence scores were computed using a softmax-activated dense layer.
The explainability module employed Grad-CAM to generate heatmaps, highlighting manipulated regions like unnatural
jawlines or inconsistent eye reflections. Results, including heatmaps and confidence scores (e.g., “Fake: 92%”), were
stored in PostgreSQL for audit trails and displayed via a Chart.js-powered dashboard.

V. RESULTS

The proposed deep fake detection framework was rigorously evaluated on benchmark datasets, achieving state-of-the-art
performance in accuracy, robustness, and real-time efficiency. This section presents quantitative metrics, comparative
analysis, and qualitative insights into the system’s effectiveness.

Detection Accuracy and Performance Metrics
The hybrid ResNext CNN-LSTM model achieved 96.8% accuracy on the DFDC dataset, outperforming existing methods
(Table 1). Key metrics include:

o Precision: 97.2% (minimized false positives).
o Recall: 96.4% (effective identification of true positives).
. F1-Score: 96.8% (balanced precision-recall trade- off).
. False Positive Rate (FPR): 3.2% (critical for high- stakes applications like forensic analysis).
Table 1: Comparative Accuracy on DFDC Dataset
1. Cross-Dataset Generalization
To evaluate  robustness, the model trained on FaceForensics++ was tested on DFDC and Celeb-DF:
. FaceForensics++ — DFDC: 94.5% accuracy.
. FaceForensics++ — Celeb-DF: 93.1% accuracy.

This demonstrates strong generalization, addressing a key limitation of prior works like Forensic Transfer [4], which
suffered a 15-20% accuracy drop in cross-dataset tests.
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2. Video Upload and Processing

The proposed system achieves 96.8% accuracy in detecting deep fake videos with a 4.2-second latency for 10-second
clips. Users upload videos via a React.js interface, where FFmpeg extracts frames and OpenCV aligns facial regions. The
hybrid ResNext CNN-LSTM model analyzes spatial artifacts (e.g., blurred edges) and temporal inconsistencies (e.g.,
irregular blinking), while adversarial checks counter evolving GAN threats. Grad-CAM heatmaps highlight manipulated
areas (eyes, lips), and results are stored for audit trails. Optimized for scalability, the system supports cloud (AWS EC2)
and edge deployments (30 FPS on smartphones), ensuring real-time, reliable detection across platforms.

Deepfake Detection
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Fig- 3 Video Upload Page

3. Output

Upon processing a video, the system displays a binary result on the user interface:
. ""Real" (green badge) if the video is classified as authentic.

. "Fake" (red badge) if deep fake manipulation is detected.
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VI. CONCLUSION

This research presents a robust deep fake detection framework that achieves state-of-the-art performance (96.8%
accuracy) by integrating ResNext CNN for spatial artifact analysis and bidirectional LSTM for temporal inconsistency
detection. The hybrid architecture, enhanced with attention mechanisms and dynamic adversarial training, effectively
counters evolving GAN-based threats while maintaining real- time efficiency (4.2-second latency for 10-second videos).
By prioritizing explainability through Grad-CAM heatmaps and scalability via cloud-edge deployment, the system
bridges the gap between academic research and real-world applications, offering a practical tool for social media
platforms, cybersecurity, and forensic analysis. Its success underscores the critical need for adaptive Al-driven solutions
to safeguard digital trust in an era of escalating synthetic media threats.

VII. FUTURE WORK
1. Incorporating advanced optimization techniques and transfer learning can further improve performance on
diverse datasets.
2. The system can be scaled for real-time processing in large-scale applications like social media monitoring.
3. Expanding the framework to detect other types of deepfake content, such as audio and images, increases its
versatility.
4, Additionally, integrating explainable Al (XAIl) techniques can provide insights into detection decisions,
fostering trust.
5. Collaboration with regulatory bodies ensures ethical use in combating digital misinformation.
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