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Abstract: Short Message Service (SMS) spam has emerged as a significant cybersecurity threat due to the rapid growth 

of mobile communication systems. With billions of SMS messages exchanged daily, malicious actors exploit this 

platform to distribute phishing links, fraudulent advertisements, fake financial alerts, and malware. Traditional rule-based 

spam filtering techniques, which rely on predefined keywords and patterns, have become ineffective against modern 

spam strategies that continuously evolve [1]. 

 

Recent advancements in Machine Learning (ML), Deep Learning (DL), and Natural Language Processing (NLP) 

have significantly improved the capability to detect spam messages with higher accuracy. Transformer-based models 

such as BERT further enhance semantic understanding of short text messages [10]. 

 

This research proposes a Hybrid Adaptive SMS Spam Detection Model that integrates TF-IDF, word embeddings, and 

transformer-based contextual representations. Additionally, it incorporates adaptive learning mechanisms to handle 

concept drift and evolving spam patterns. The proposed system not only improves classification accuracy but also reduces 

false positives, ensuring better user experience and system reliability. 
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I.        INTRODUCTION 

 

SMS remains one of the most widely used communication technologies due to its simplicity, reliability, and compatibility 

across devices. However, its popularity has also made it a prime target for cybercriminals. The increase in mobile users 

globally has led to a proportional rise in spam and phishing SMS messages, commonly referred to as smishing attacks 

[1]. 

Spam SMS messages typically include: 

• Fake lottery or prize-winning notifications 

• Fraudulent banking or OTP alerts 

• Promotional and marketing advertisements 

• Malicious URLs leading to phishing websites 

One of the major challenges in SMS spam detection is the nature of SMS content. Unlike emails, SMS messages are 

short, informal, and often contain abbreviations, slang, or intentional misspellings. This makes traditional filtering 

techniques less effective [6]. 

Modern research focuses on applying machine learning and NLP techniques to automatically classify SMS messages 

into: 

• Spam (malicious) 

• Ham (legitimate) 

https://ijarcce.com/
https://ijarcce.com/


ISSN (O) 2278-1021, ISSN (P) 2319-5940 IJARCCE 

International Journal of Advanced Research in Computer and Communication Engineering 

Impact Factor 8.471Peer-reviewed & Refereed journalVol. 15, Issue 4, April 2026 

DOI:  10.17148/IJARCCE.2026.15491 

© IJARCCE                This work is licensed under a Creative Commons Attribution 4.0 International License                 702 

The introduction of deep learning and transformer-based architectures has further enhanced detection accuracy by 

capturing contextual and semantic meaning within messages [9], [10]. 

 

II.          PROBLEM STATEMENT 

 

Despite advancements in spam detection systems, several critical challenges persist: 

 

a. Short Text Length 

SMS messages typically consist of very few words, which limits the availability of contextual information. This makes 

it difficult for models to extract meaningful features [6]. 

 

b.  Concept Drift 

Spam patterns continuously evolve over time. A model trained on past data may become ineffective when new types of 

spam messages emerge. 

 

c.  Adversarial Spam Techniques 

Spammers intentionally manipulate text using: 

• Special characters (e.g., “Fr33”, “W1n”) 

• Misspellings 

• Random spacing 

These techniques are designed to bypass traditional filters. 

 

d.  False Positives 

Incorrectly classifying legitimate messages as spam can negatively impact user trust and communication reliability. 

 

e. Multilingual Challenges: 

Spam messages often appear in multiple languages or mixed languages, making detection more complex. 

These challenges highlight the need for adaptive, intelligent, and hybrid detection systems. 

 

III.       LITERATURE REVIEW 

 

1. Machine Learning Approaches 

Early SMS spam detection systems relied on classical machine learning algorithms such as: 

• Naïve Bayes 

• Support Vector Machine (SVM) 

• Random Forest 

• Logistic Regression 

These models use statistical methods and features like word frequency (Bag-of-Words, TF-IDF). They are 

computationally efficient and perform well on structured datasets. However, they struggle to capture semantic meaning 

and contextual relationships [3], [4]. 

 

2. Deep Learning Approaches 

Deep learning models have improved spam detection by learning complex patterns from data. 

 

Common Models: 

• CNN (Convolutional Neural Networks): Extract local patterns and n-gram features 

• LSTM (Long Short-Term Memory): Capture sequential dependencies in text 

Hybrid models such as CNN-BiLSTM combine both advantages and provide better performance by capturing both 

local and contextual features [7], [8]. 

 

3. Transformer-Based Models 

Transformers represent the latest advancement in NLP. 

Popular Models: 

• BERT (Bidirectional Encoder Representations from Transformers) 

• DistilBERT 

• RoBERTa 
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These models use attention mechanisms to understand relationships between words in a sentence. They provide 

superior performance in SMS spam detection, with reported accuracy up to 99.8% in recent studies [9], [10]. 

 

4. Large Language Model (LLM) Research 

Recent research explores the use of large-scale pretrained models (LLMs). 

Key Findings: 

• Fine-tuned LLMs outperform zero-shot models 

• Achieve accuracy around 98.6% 

• Provide better generalization and adaptability [14]. 

However, they require high computational resources. 

 

IV.        GAP LIMITATION 

 

Although current models achieve high accuracy, several limitations remain: 

• Inability to detect new and unseen spam patterns 

• Weak performance against smishing attacks 

• Lack of real-time adaptive learning 

• Poor handling of multilingual and code-mixed SMS data 

• Limited interpretability of deep learning models 

These gaps justify the need for a hybrid, adaptive, and scalable spam detection framework. 

 

V.       PROPOSED RESEARCH MODEL 

 

This research proposes a Hybrid Adaptive SMS Spam Detection System combining classical and modern AI 

techniques. 

 

Key Features: 

• Hybrid feature extraction using TF-IDF and embeddings [6]. 

• Transformer-based semantic understanding [10]. 

• Ensemble classification (ML + DL models) 

• Real-time adaptive learning using user feedback [9] 

• Detection of adversarial spam patterns 
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System Architecture Explanation 

a. SMS Input 

Raw SMS messages are received from users or datasets 

b. Text Preprocessing 

Cleaning and normalization of text 

c. Feature Extraction 

a. TF-IDF for statistical importance 

b. Word embeddings for semantic meaning 

d. Hybrid Classifier 

Combination of: 

a. SVM (fast and efficient) 

b. Transformer model (context-aware) 

e. Spam Prediction 

Final classification output 

f. User Feedback Learning 

Continuous model improvement using feedback.[9] 

 

 
 

VI.       METHODOLOGY 

 

Step 1: Dataset Collection 

Datasets include: 

• SMS Spam Collection Dataset 

• Kaggle SMS Spam Dataset 

• Telecom real-world datasets [15]. 

Dataset size ranges from 5,000 to 100,00 messages. 

 

Step 2: Data Preprocessing 

Techniques applied: 

• Lowercasing text 

• Removing punctuation and special characters 

• Stop word removal 

• Tokenization 

• Lemmatization 

 

Step 3: Feature Extraction 

 

TF-IDF 

Measures importance of words based on frequency.[6] 

Word Embeddings 

Captures semantic relationships between words.[5] 
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Step 4: Model Training 

Models used: 

• Naïve Bayes 

• SVM 

• Random Forest 

• BERT.[10] 

 

Step 5: Hybrid Model 
 

Combines predictions from multiple models using ensemble techniques to improve accuracy and robustness.  

 

VII. EXPERIMENTAL RESULTS 

 

MODEL ACCURACY 

NAÏVE BAYES 96% 

SVM 97% 

CNN-LSTM 98% 

BERT TRANSFORMER 99% 
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Analysis: 

• Traditional ML models perform well but lack deep understanding 

• Deep learning improves contextual learning 

• Transformer models provide highest accuracy.[10] 

 

VIII. PERFORMANCE METRICS 

 

Evaluation metrics include: 

• Accuracy – Overall correctness 

• Precision – Correct spam predictions 

• Recall – Ability to detect spam 

• F1 Score – Balance of precision and recall 

• ROC-AUC – Model performance evaluation [13]. 

 

Accuracy Formula: 

(1) Accuracy = (TP + TN) / (TP + TN + FP + FN) 

 

IX. APPLICATIONS 

 

SMS spam detection systems are widely used in: 

• Mobile messaging applications 

• Telecom service providers 

• Banking and financial systems 

• Cybersecurity platforms [16] 

• Fraud detection systems 

 

X. FUTURE RESEARCH DIRECTIONS 

 

Future improvements can include: 

• Real-time spam filtering systems 

• Multilingual and cross-lingual models 

• Federated learning for privacy protection [14] 

• Explainable AI models 

• Graph neural networks for spam network analysis 

 

XI. CONCLUSION 

 

SMS spam remains a major threat to mobile communication systems. While traditional machine learning approaches 

have improved spam detection, they are insufficient against evolving spam techniques.  

 

Deep learning and transformer-based models provide higher accuracy and better contextual understanding [10]. 

 However, challenges such as concept drift, adversarial attacks, and multilingual spam require more advanced solutions. 

The proposed hybrid adaptive model effectively combines NLP techniques and transformer learning to provide a scalable, 

accurate, and future-ready spam detection system. 
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